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ALL RIGHTS RESERVED.

Any and all informatin, including, among others, wordings, pictures, graphs are the
properties of Hangzhou Hikvision Digital Technology Co., Ltd. or its subsidiaries
(hereinafter referred to bé'Hikvisiort). This user manual (hereinafter referred to be
"the Manuat) cannot bereproduced, changed, translated, or distributed, partially or
wholly, by any means, without the prior written permission of Hikvision. Unless
otherwise stipulated, Hikvision does not make any warranties, guarantees or

representations, express or impliegtgarding to the Manual.

About this Manual

This Manual is applicable Tthermal & Optical BspectrumNetwork Bullet/ Turret
Camera

The Manual includes instructions for using and managing the product. Pictures,
charts, images and all other informationefeinafter are for description and
explanation only. The information contained in the Manual is subject to change,
without notice, due to firmware updates or other reasons. Please find the latest

version in the company websitétfp://overseas.hikvision.com/er

Please use this user manual under the guidance of professionals.

Trademarks Acknowledgement

HIKVISION and other Hikvisios trademarks and logos are the properties of
Hikvision in various jurisdictions. @thtrademarks and logos mentioned below are

the properties of their respective owners.

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT
DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, 18%FBDVIDED

WITH ALL FAULASID ERRORS, AND HIKVISION MAKES NO WARRANTIES, EXPRESS
OR IMPLIED, INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY
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QUALITY, FITNESS FOR A PARTICULAR PURPOSE,-INRRINNEEENT OF

THIRD PARTY. IN NO EVENT WILL HIKVISION, ITS DIRECERSSEMHELGYEES,

OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, Ol
INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF
BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF DATA OR
DOCUMENTATION, IN CONNECTION WITH THH- U$#SCOPRODUCT, EVEN IF
HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHAI
BE WHOLLY AT YOUR OWN RISKS. HIKVISION SHALL NOT TAKE ANY RESPONSIBILITE:
FOR ABNORMAL OPERATRRIVACY LEAKAGE OR OTHER DAMAGES RESULTING
FROM CYBER ATTACK, HACKER ATTACK, VIRUS INSPECTION, OR OTHER INTERNE
SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY TECHNICAL SUPPOR
IF REQUIRED.

SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASRREHEZAKNALLAWS IN

YOUR JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT
YOUR USE CONFORMS THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN
THE EVENT THAT THIS PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.

IN THE EVENT OF ANY CONFLICWEBRETTHIS MANUAL AND THE APPLICABLE

LAW, THE LATER PREVAILS

Regulatory Information

FCC Information

FCC complianc&his equipment has been tested and found to comply with the limits
for a digital device, pursuant to part 15 of the FCC Rules. Thesedmnitiesigned to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordanceheith
instruction manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause harmful

interference in which case the user will be required to correct the interference at his
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own expense

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interferencenthat

cause undesired operation.

EU Conformity Statement

This product and if applicable- the supplied accessories too are
c E marked with "CE" and comply therefore with the applicable
harmonized European standards listed under the EMC Directive
2004/108/ECthe RoHS Directive 201165EU.
201219/EU (WEEE directive): Products marked with this symbol
cannot be disposed of as unsorted municipal waste in the
European Union. For proper recycling, return this product to your
s local supplier upon the purchase of egalent new equipment, or
dispose of it at designated collection points. For more information see:
www.recyclethis.info
200666/EC (battery directive): This product contains a battery that
cannot be disposed ofas unsorted municipal waste in the
European Union. See the product documentation for specific
battery information. The battery is marked with this symbol, which
may include lettering to indicate cadmium (Cd), lead (Pb), or
mercury (Hg). For proper recydinreturn the battery to your supplier or to a
designated collection point. For more information see: www.recyclethis.info.
Industry Canada ICE®3 Compliance
This device meets the CAN 1€EE8)/NMB-3(A) standards requirements.

Safety Instruction

Thesenstructions are intended to ensure that the user can use the product correctly
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to avoid danger or property loss.
¢KS LINBOIdziA2y YSIF&dZNB A& RAGARSR Ayi?2
Warnings Serious injury or death may be caused if any of these warnings are

neglected.

Cautions Injury or equipment damage may be caused if any of these cautions are

neglected.

A\ JAN

Warnings Follow these safeguards { Cautions Follow these precautions t
prevent serious injury or death. prevent potential injury or materia

damage.
AWarnings:

Please adopt the power adapter which can meet the safety extra low voltage
(SELV) standard. And source with IRC or 24 VAC (depending on models)
according to the IEC60980and Limited Power Source standard.

To reduce the risk of fire alectrical shock, do not expose this product to rain or
moisture.

This installation should be made by a qualified service person and should
conform to all the local codes.

Please install blackouts equipment into the power supply circuit for convenient
supply interruption.

Please make sure that the ceiling can support more than 50(N) Newton gravities
if the camera is fixed to the ceiling.

If the product does not work properly, please caat your dealer or the nearest
service center. Never attempt to disassemble the camera yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or

maintenance.)

LIJZ |
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A Cautions:

Make sure the power supply voltage is correefdre using the camera.

Do not drop the camera or subject it to physical shock.

Do not touch sensor modules with fingers. If cleaning is necessary, use a clean
cloth with a bit of ethanol and wipe it gently. If the camera will not be used for
an extended priod of time, put on the lens cap to protect the sensor from dirt.

Do not aim the camera lens at the strong light such as sun or incandescent lamp.
The strong light can cause fatal damage to the camera.

The sensor may be burned out by a laser beam, sermdny laser equipment is
being used, make sure that the surface of the sensor not be exposed to the laser
beam.

Do not place the camera in extremely hot, cold temperaturés® (Operating
temperature should be betweer80Cto +60°C, or-40°Cto +60°C if he camera
model has arfH" in its suffiy, dusty or damp environment, and do not expose it

to high electromagnetic radiation.

To avoid heat accumulatioensure there igood ventilatiorto the device.

Keepthe camera awayrom water and any liquig

While shippingpackthe camera in its originabr equivalentpackingmaterials.

Or packing the same texture

Improper use or replacement of the battery may result in hazard of explosion.

Please use the manufacturer recommended battery type.

Notes:

For the camera supports IR, you are required to pay attention to the following

precautions to prevent IR reflection:

Dust or grease on th&urret cover will cause IR reflection. Please do not remove
the Turretcover film until the installation is finished. If tfeeis dust or grease on
the Turret cover, clean theTurret cover with clean soft cloth and isopropyl

alcohol.
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Make certain the installation location does not have reflective surfaces of objects
too close to the camera. The IR light from the camera magaeback into the

lens causing reflection.

The foam ring around the lens must be seated flush against the inner surface of
the bubble to isolate the lens from the IR LEDS. FastenTtimeet cover to

camera body so that the foam ring and therretcover ae attached seamlessly.

vi
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Chapter 1 System Requirement

Operating SystemMicrosoft Windows XP SP1 and above version

CPU 2.0 GHz or higher

RAM 1G or higher

Display 1024x768 resolution or higher

Web Browser Internet Explorer 8.0 and above version, Apple 6&#®.2 and above

version, Mozilla Firefox 5.0 and above version and Google Chrome 18 and above

version.



Thermal & Optical Bispectrum Network Bullet / Turret Camera User Manual

Chapter 2 Network Connection

Note:
You shall acknowledge that the use of the product with Internet access might be

under network security risks. For avoidanoé any network attacks and
information leakage, please strengthen your own protection. If the product does
not work properly, please contact with your dealer or the nearest service center.
To ensure the network security of the network camera, we recommgnd to
have the network camera assessed and maintained termly. You can contact us if
you need such service.

Before you start
If you wantto set the network camera via LAN(Local Area Network)please
refer to Section2.1 Setting the Network Camera ovéhe LAN
If you wantto set the network amera viaa WAN (Wide Area Network)please

refer to Section2.2 Setting the Network Camera over the WAN

2.1 Setting the Network Camera over the LAN

Purpose:

To view and configure the camera waaLAN, you need to comut the network
camera in the same subnetith your computer andinstall the SADP or iVM&200
software to search and change the IRt network camera.

Note: For the detailed introduction of SADP, please refer to Appendix 1.

2.1.1 Wiring over the LAN

The folowing figures show the two ways of cable connectioraafetwork camera
andacomputer.

Purpose

To test the netwok camera, you can directly connect the network camera to the

5

computer with a network cable as shown in Figusé. 2
2
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Refer tothe Figure 2 to setnetwork camera over the LAMa a switch or a

router.

‘ Or@ ————Network Cable——— | r.]
<

Network Camera
Gomputer
Figure 21 Connecting Directly
o
™ Iy
@ Y

@ \

Network Camera Computer

Figure 22 Connecting via a Switch aRouter

2.1.2 Activating the Camera

You are required to activate the camera first by settingtrang password for it
before you can use the camera
Activationvia Web BrowserActivationvia SADP, andctivation via Client Software

are all supported.
x Activationvia Web Browser

Steps:
1. Power on the camera, and connect the camera to the network.
2. Input the IP address into the address bar of the web browser, and Ehtdr to
enter the activation interface.
Notes:
The default IP address of the camera is 192.168.1.64.
The computer and the camera should belong to the same subnet.

For the camera easbles the DHCP by default, you need to use the SADP software
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to search the IP address.

User Name
Activation User Name

User Mame admin

Password LI IITT] (]
Strong

Confirm IIIIIL]

Figure 23 ActivationviaWebBrowser

3. Create a password and input the password into the password field.

A STRONG PASSWORD RECOMMENIE=DBighly recommend you create a stro
password of your own choosing (using a minimum of 8 characters, includi
least three of the following categories: upper case letters, lower case lef
numbers, and special characters) in order to increase the security of your prc
And we recommed you reset your password regularly, especially in the |
security system, resetting the password monthly or weekly can better protect

product.

4. Confirm the password.

5. ClickOKto save the password and enter the live view interface.

x Activationvia SADP Software

SADP software is used for detecting the online device, activating the camera, and
resetting the password.

Get the SADP software from the supplied disk or the official website, and install the
SADP according to the prompts. Follow thepstéo activate the camera.

Steps:
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1. Run the SADP software to search the online devices.

2. Check the device status from the device list, and select the inactive device.

feoer o ]
9 m e 1 Activate the Device

olo = | Device Type | Security | 1Pv4 Address. | Port | Software Version | IPvd Gateway | HTTP Port | Device Serial No.

N 007 Inactive 192.168.1.64

. . . You can modify the network parameters after
‘Select inactive device: ™

Input and confirm| s e
password. ——

Figure 24 SADP Interface
Note:
The SADP software supports activating the camera in batch. Reteg tosser manual

of SADP software for details.

3. Create a password and input the password in the password field, and confirm the

password.

& STRONGPASSWORRBRECOMMENDEDMNe highly recommend
you create a strong password of your own choosing (using i
minimum of 8characters, including at least three of the following
categories: upper case letters, lower case letters, numbers, an
special characters) in order to increase the security of your
product. And we recommend you reset your password regularly,
especially n the high security system, resetting the password

monthly or weekly can better protect your product.

Note:
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You can enable the HBonnect service for the device during activation.

4. ClickActivateto start activation.

You can check whether the activatios completed on the popup window. If
activation failed, please make sure that the password meets the requirement and try
again.

5. Change the device IP address to the same subnet with your computer by either

modifying the IP address manually or checking thec&box of Enable DHCP.

I Modify Network Parameters
[ Enable DHCP
Enable Hik-Connect
Device Serial No.: ‘xx—xxmcxxxx—)oooomoooom|
IP Address: 192‘168.1.64| |
Port | 8000 |
Subnet Mask: | 255,755.255.0 |
Gateway: |192,168.1.1 |
1PvE Address: | |
IPvb Gateway: |.. |
1Pv6 Prefix Length: ‘0 |
HTTP Port: |80 J
Security Verification
Admin Password: |
Forgot Password

Figure 25 Modify the IP Address
6. Input the admin password and clicModify to activate your IP address

modification.
The batch IP address modification is supported by the SADP. Refer to the user manual

of SADP for details.

x Activationvia Clent Software

The client software is versatile video management software for multiple kinds of

devices.
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Get the client software from the supplied disk or the official website, and install the
software according to the prompts. Follow the steps to actitheecamera

Steps:

1. Run the client software and the control panel of the software pops up, as shown in

the figure below.

-

iVMS-4200 admin @ £ EL 162337

File S8ystem View Tool Help

- =
:p Control Panel f=2 Device Management

Operation and Control

pereddod  Remote Playback E-map
‘3 Searching the record files and ﬁ Al g, modifying, deleting, and basic|
= playbacl — operations of E-map

Maintenance and Management

| parameters and linkage actions of the ~ related parameters

Device Management ﬁ_ Event Management =2 Record Schedule
em e ce: d y | Configuration of alarm, abnormal k L) Gt the recording schedule and

seners

nfiguration

count Management —] Log Search ystem Co
|
eting users and assigning E Search, view and backup local and onfig
missions. remote logs. £

Data and statistics

(‘R‘ HeatMap A PeopleCounting Counting
() The siatistical data to see the heat. A The siatistical data to see the people m Counting Statistics
- | B counting.

L5 B #= Motion Detection Alarm

Figure 26 Control Panel

2. Click theDevice Managemenicon to enter the Device Management interface, as

shown in the figure below.
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A jvms-4200 admin @ B8 B 162504 @ - o x

File System View Tool Help

) = )
== Control Panel &% Device Management

2 Server @ Group
Organizalion Device for Management (0)
_ AddDevice | Hodi Delete | RemoleC.. VCAAlloca..| Acivale ||| RefreshAl Filter
Add New Device Type Nickname = [IP Device Serial Mo Security Net Status HOD Statu
Onling Device (3) Refresh Every 155
Add to Client Add All Modify Netinfo Reset Password Activate Filter
P Device Type Firmware Version ¥ | Security ServerPort | Starttime Ao
192 168.1.64 XXCOGOOOOG0 Woex.xbuild socooo Inactive 8000 2015-03-20 16:13:47 N¢
Encoding device: 10.16.1.222 KUX00000CXX Vx.x.xbuild xoooox Active 8000 2015-03-20 10:27.51 Ng |
DVRIDVSINVRIPCIIPDAVIMS-4200
PCNVR/IVMS-4200 EncodeCard 192.0.0.64 MO0 XXX Woex.xbuild sooooo Active 8000 2015-03-20 07:53:43 Ne .
senver .

Figure 27 Device Managaent Interface

3. Check the device status from the device list, and select an inactive device.
4. Click theActivate button to pop up the Activation interface.

5. Create a password and input the password in the password field, and confirm the

password.

A Strong Pasword recommendedWe highly recommend you create
a strong password of your own choosing (using a minimum of
characters, including at least three of the following categories
upper case letters, lower case letters, numbers, and speci
characters) in ordr to increase the security of your product. We
recommend you reset your password regularly, especially in th
high security system, resetting the password monthly or weekly ca

better protect your product.
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Lser Mame: admin

Password: I

Strong

Yalid password range [8-16]. You can
use a combination of numbers,
lowercase, uppercase and special
character for your password with at least
two kinds of them contained.

Confirm Mew Password: [--------| ]

Ok Cancel

Figure 28 Activation InterfacgClient Software)
6. ClickOK button to start activation.

7. Click the Modify Netinfo button to pop up the Network Parameter Modification

interface, as shown in the figure below.

Modify Network Parameter x

MAC Address: JOU-XO0-XO-H-H0K- XM Copy

Software Version: Voex.xbuild oo Copy

Device Serial No.: JO-XO00OOOOCOOOOOOOOCOCOOOOOOOOOOM Copy
DHCP

Port: 2000

+ IPv4(Enable)

IP address: 192.168.1.64

Subnet Mask: 25b.255.255.0

Gateway: 192.168.1.1
IPvB(Disable)

Password:

OK Cancel

Figure 29 Modifying the Network Parameters

8. Change the device IP address to the same subnet with your computerhey eit

modifying the IP address manually or checking the checkbox of Enable DHCP.

9. Input the password to activate your IP address modification.
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2.2 Settingthe Network Camera over the WAN

Purpose:
This section explains how to connect the network camera to the WhiNa static IP

or a dynamic IP.

2.2.1 Static IP Connection

Before you start:

Please pply a static IP from arSP (Internet Service ProvideY)lith the static IP

addressyou can connect the network camera via a router or connect it to the WAN

directly.
Connecting the network camera via a router

Steps

1. Connect the network camera to the router

2. Assign a LANP address, the subnet mask and the gateviRsfer to Section 2.1.2
for detailed IP address configuration of the network camera

3. Save the static IP in theurter.

4. Setport mapping e.g, 80, 8000, and 554 port3.he steps for port mapping vary
according to thedifferent routers. Please call the router manufacturer for
assistance with port mapping.

Note: Refer to Appendix r detailed information about portmapping.

5. Visit the network camera through a web browsertbe client softwareover the

internet.

Router with Computer
Static IP

- - s

__Network___ =23 __Network_ ( Tnternet \-) Network [.‘}

‘ or O cable \/ cable (‘*.\ J 7 cable T o

Network Camera

Figure 210 Accessinghe Camerahrough Router with Static IP
Connecting the network camera with static IP directly

You can also save the static IP in the camera aretity connect it to the internet
10
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without using a routerRefer to Section 2.1.2 for detailed IP address configuration of

the network camera.

—

R

-

‘ or 'O —Network cable- ( Internet ) -Network cable— I .‘}
! J |
\ [ ;

)

-

Network Camera with Static IP Computer

Figure 211 Accessinghe Camerawith Static IFDirectly

2.2.2 Dynamic IP Connection

Before you start:

Please pply adynamiclPfrom an ISPNith the dynamic IP addresgou can connect

the network camerdo a modem or a router.

Connecting the network camera via a router

Steps

1.
2.

Connect the network camera to the router.

In the camera, ssign a LAN IP address, the subnet mask aedjftewayRefer

to Section 2.1.2 for detailed IP address configuration of the network camera

In the router, set the PPPOE user name, password and confirm the password.
Setport mapping.E.g. 80, 8000, and 554 porfEhe steps for port mapping vary
dependng on different routers. Please call the router manufacturer for assistance

with port mapping.

Note: Refer to Appendix 2 fatetailed information about port mpping.

5.
6.
7.

Apply a domain name from a domain name provider.
Configure the DDNS settings in the seitinterface of the router.
Visit the camera via the applied domain name.

Connecting the network camera via a modem

Purpose:

This camera supports the PPPoE auto-aiafunction. The camera gets a public IP

address by ADSL digh after the camera is conegéed to a modem.You need to

11
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configure the PPPOE parameters of the network cam&uefer to Section6.1.3

Configuring PPPOE Settinfie detailed configuration.

- »
4 \
‘ or O, —Network cable— —Network cable—( Internet ) -Network cable— ./
4 .

) N )
Network Camera Modem Computer

Figure 212 Accessingthe Camerawith Dynamic IP
Note: The dotained IP address is dynamically assigned via PPPoE, so the IP address
always changes after rebooting the camera. To solve the inconvenience of the
dynamic IP, you need to get a domain name from the DDNS provider (E.g.
DynDns.com). Please folldhe stepsbelow for normal domain name resolution and
private domain name resolution to solve the problem.

E Normal Domain Name Resolution

Domain Name
Resolution Server

Port Map
-
Network & Network € 2\ Network ./
etwor T __Network_ ¢ y, _Network
‘ of ’O‘ T cable ~ cable \\ Internet 1) cable =
Network Camera Router f"“th Computer
Dynamic IP

Figure 213 Normal Domain Name Resolution
Steps:
1. Apply a domain name from a domain name provider.
2. Configure the DDNS settings in tREDNSSettings interface of the network
camera. Refer to Section 6.1.2 Configuring DDNS Settinggor detailed
configuration.

3. Visit the camera via the applied domain name.

E Private Domain Name Resolution

12
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PC+IP Server+ Static IP
S0

)
Port Map Network cable
|

Y \
Ntz 4
__Network___ P _Network_( Tnternet _Network__
cable 5

‘ of O‘ cable cable
N

Router with Compute;

Network Camera .
Dynamic IP

Figure 214 Private Doman Name Resolution

Steps:

1.
2.

Install and run the IP Server software inamputerwith a static IP.
Access the network camera through thé&\Nwith a web browser orthe client

software.
Enable DDNS and seld& Serveras the protocol typeRefer to Section6.1.2
Configuring DDNS Settindsr detailed configuration

13
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Chapter 3 Access tadhe Network

Camera

3.1 Accessing bWeb Browses

Steps:
1.Open the web browser.

2.In the browser address bar, input the IP address of the netwanmkeca, and press

the Enterkey to enter the login interface.
Note:
The default IP address is 192.168.1.64. You are recommended to change the IP

address to thesame subnet with your computer.
3.Input the user name and password and clicigin

The admin usershould configure the device accounts and user/operator
permissions properly. Delete the unnecessary accounts and user/operator

permissions.
Note:
The IP address gets locked if the admin user performs 7 failed password attempts

(5 attempts for the user/opeator).

! ‘ w.,,“h_*il‘

1l ..l. N4 '\I‘ &,'-‘.... ‘4.‘!‘. AL s A T YAV Ve

Figure 31 Login Interface
4.ClickLogin
5.Installthe plugin before viewing the live video araperatingthe cameraFollow

the installation prompts to install the pluig.

14
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Please click here to download and install the plug-in. Close the browser when installing the p

Figure 32 Download and InstalPlug-in
Note: You may have to close the web browser to finikle installation of the
plugin.
6. Reopen the web browser after the installation of the plagand repeat steps 2 to

4 to login.

Note: For detailed instructions of further configuration, please refer to the user
manual of network camera.

3.2 Accessing byliert Software

The product CD contains the iVM300client software You carview the live video
and manage the camesaith the software
Follow the installationprompts to install thesoftware. The control panel and live

view interfaceof iVMS4200client softwareare shown abvelow.
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"

em View Tool Help

iVMS-4200 admin

= = ;
== Control Panel &= Device Management

Operation and Control

Remote Playback E-map
Searching the record files and g, Mo eting, and basic|
playback = operations of E-map.

parameters

Maintenance and Management

]

ers and lin ions ofthe —

Device Management m Event Management &—M Record Schedule
\ | ration of alarm, abnormal k L ing schedule and

unt Management
ting users and assigning
missions

Configure g

neral parameters.

Log Search
Search and backup local and
o

Data and statistics

:l HeatMap P PeopleCounting Counting
() The statistical data to see the heat. ™  The statistical data to see the people m Counting Statistics
ol ™ counting

tem w  Tool Help iVMS-4200

m= Conirol Panel ¢= Device Management & EventManagement Main View Remote Pla

View A
L) 1-Screen
I 4-Screen
el 9-Screen
Ed 16-Screen

+ [ Custom View

Camera ~

@ Cameral_IPC

PTZ Control

Figure 34 iVMS4200Main View
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Chapter 4 Live View

4.1 Live View Page

Purpose:

The live 1ew page allows you to viethe reattime video, capture imagegontrol
PTZ, set/call pressetand configure video parameters.

Login the network camera tenter the live view page, or you can clidke Viewon

the menu bar othe main page to enter the live view page.
Deg<riptions of the live view page:

Menu Bar

@8 THERMAL CAMERA
@ Camera o s a d PTZ
@ 202 vty Jolsl e g b CONL YOI
< e o0 Panel
Camera ;
Number
Live View

Window s
o Preset/ Patrol

Settings

Toolbar

Figure 41 LiveViewPage
Menu Bar:
Click each tab to rder Lwve View, PlaybackPicture, and @nfiguration page
respectively.
Camera Number:
For camera models which have more than one camera channels, you can control the
display layout. Click a display screen to select it. Then datlicle the desired
camera channeto show its live view on the screen.
Live View Window:
Display the lie video.

Toolbar:
17
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Toolbar allows you to adjusheé live view window sizethe stream type, and the
plugins. It also allows youo process the perations on the live view pagee.g,
start/stop live view, capture, recordawdio on/off, two-way audio,start/stop digital
zoom,etc.

For IE (Internet ¥plorer) uses, plugins as webcomponentsis selectable. And for
NonIE uses, webcomponentsVLC or MJPEG is selectable if they are stggbdy
the web browser.

PTZ Control:

Perform @nning, tilting and zooming actions of the came@antrolthe light andthe
wiper (only available for cameras supporting PTZ fungtion

PresetPatrol Settings

Set/calldelete the preset or patrols for PTZameras.
4.2 Starting Live View

In the live view window as shown kigure 42, click P on the toolbar to start the
live view of the camera.

H- % ¢ G B E Q ¢ + - I
Figure 42 Live ViewToolbar

Table 4-1 Descriptiors of the Toolbar

Icon Description

T / L Start/Stop live view

Display in 4x4 window.

Display in 3x3 window.

EH Display in 2x2 window.

(] Display in 1x1 window.

9 Live view with the main stream
8 Live view with the sub stream
B Live view with the third stream.
[0 Manually capture the picture.
8/ e Manually start/stop recording.

18
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Icon Description

Y% Audio on and adjust volume /Mute.
%/ % Turn on/off microphone.

Q / Q Start/stop digital zoomfunction.

-, = View previous / next page.

%A Show full screen

Note: Theicons vary according to the different camera models.

4.3 Recording and Capturing Picturéanually

In the live viewinterface click Bl on the toolba to capture the livepictures or

click ¥@ to record the liveview. The saving pathof the captured picturegnd clips

can be set on theConfiguration > Locapage. To configureremote scheduled
recording, please refer t8ectionl0.1.

Note: Thecapturedimagewill be saved asPEG filer BMP filein your computer.

4.4 Operating PTZ Control

Note: Certain models do not support the PTZ control. This section only applies to the
camera that supports PTZ control.

Purpose:

In the live view interface you can use the PTZ control buttonsot realize
pan/tilt/zoom control of the camera.

Note: To realize PTZ control, the camera connected to the network must support the
PTZ function ohavea pan/tilt unit installedto the cameraPlease properly set the

PTZ parameters on RS4&ftings pageaeferringto Sectio®.2.3

4.4.1 PTZ ContraPanel

On the live view page, cIic: next to the right side of the live view windoiw show

the PTZ controlgnelandclick ¥ to hideit.
19
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Click the direction buttons toontrol the pan/tilt movemens.

PTZ

% g
Figure 43 PTZ Control Panel

Click the zoonfbcudiris buttons to realize lens control.

Notes:

. Thereare eightdirection arrows(2, V, <¢, &>, ¥, <, £+, <4) in the control

panel.dickthe arrows to realize adjustmeimm the relative positns.

For the camerasvhich support lens movemeitonly, the drection buttonsare

invalid.
Table 4-2 Descriptiors of PTZ Control Panel

Icon Description

a d Zoom in/out

LI = Focus near/far

Q@ 0 Iris+/ -
— 4 PTZ speed adjustment

@ Lighton/off

o Wiper on/off

ol Auxiliaryfocus

L) Initialize lens

Start Manual Tracking

Drag a rectangular to start 3D zoon
Rl EnableDe-icing Heater

0 Enable manual thermometry
* Preset

20
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O Patrol

@ Light
Click 3 4 to enable/disable the light supplement of the spe@drret This
functionis reserved.
@Wiper
Click #* to move the wiper once.
> Auxiliary Focus
The auxiliary focus function is reserved.

@

Click @ and the lens operates the movements for initialization.

Ll
i1} ]

Click -~ to enable manual Décing function of the device.
5=
[Nore]
The deicingfu/ Ot A2y G(GF1Sa SFFSOGU 6KSy GKS RSOAOS
0

Click ‘8 to enable/disable the manual thermometry function of the device. You
can click any position on the interface to show the real temperature.

% Manual Tracking

Before you start:

Go to Configuration > System > Maintenance > VCA Resource appeselect the
VCA Resource de@mperature Measurement + Behavior Analysis

Then enter the/CA Information Configuratianterface:

Configuration > VCA Configuration > VCA lafa enable Intdigent Analysis first.
Steps:

1. Click - on the toolbar of live view interface.
2. dick a moving oject in the live video.
The speedurretwill track the object automatically.

3D Positioning
Steps:

1. Click on the toolbar of live view interface.

2. Operate the 3D positioning function:
3. Click a position of the live video. The corresponding position will be moved to the
21
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center of the live video.
4. Hold down the left mouse button and drag the mouse to tbeer right on the
live video. The corresponding position will be moved to the center of the live

video and zoomed in.
5. Hold down the left mouse button and drag the mouse to the upper left on the
live video. The corresponding position will be moved to teeter of the live

video and zoomed out.

4.4.2 Setting/Calling a Preset

Setting a Preset:

1. Inthe PTZ control pangéelect a presenumber from the preset list.

KN -

Preset > fF X

m s

Presetz

Preset3

Presetd

Presets

Figure 44 Setting a Preset
2. Use the PTZ control buttons to moveetlensto the desired position.
A Pan the camex to the right or left.
A Tilt the camera up or down.
A Zoom in or out.

A Refocus the lens.

3. Click # to finish the setting ofhe current preset.
4. You can click* to delete the presetor doubleclick to edit the preset name.

Calling a Preset:

This feature enabkethe camera to point to a specified preset scemenually or
when an event takes place.
For thedefined preset, you can call it at any time to the desired preset scene.

Inthe PTZ control pangéelect alefined preset from the list and clic™ to callthe

preset.
22
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Or you can place the mouse on the presets interface, and call the preset by typing

the preset No. to call the corresponding presets.

X -

Presetd X

m p

Preset2

Preszet3

Presetd

Prezets

Figure 45 Calling a Preset

4.4.3 Setting/Calling a Patrol

Note:

No less than 2 presets have to be configured before you satralp
Steps:
1. Click & to enter the patrol configuration interface.

. Select a path No., and clic™ to add the configured presets.

. Select the preset, and input the patrol duration and patrol speed.

2

3

4. Click OK to save the first preset.
5

. Follow the steps above tadd the other presets.

Patrol Path2 ® ¥ 4

Preset  Speed Time (s)

3 [«] 10 1

Figure 4-6 Add Patrol Path

6. ClickOKto save a patrol.

7. Click ™ to start the patrol, and click™ to stop it.

23
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8. (Optional) Click® to delete a patrol.
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Chapter 5 Network Camera

Configuration

5.1 Configuring Local Parameters

Purpose:

The local configuration fers to the parameters of the live viewecord files and
captured pictures. The record files and captured picturestlageones you record and
capture using the web browser and thus the saving paths of them are on the PC

running the browser.
Steps:
1. Enterthe Local Configuration interfac€onfiguration>Local

Live View Parameters

Protocol @® TCP ) UDP (O MULTICAST O HTTP
Play Performance () Shortest Delay (@ Balanced () Fluent

Rules (® Enable () Disable

Auto Start Live View ) Yes @ No

Image Format @® JPEG O BMP

Display Rules Info. on Ca... () Yes O No

Fire Point [] Locate Highest Te... [] Frame Fire Point

Display Temperature Info. (O Yes @ No

Display Temperature Info... ) Yes @ No

Record File Settings

Record File Size ) 256M @ 512M 016G
Save record files to [C:\WUsers'minjing'Web\RecordFile]  Browse Open
Save downloaded files to  [C-\Users\minjing\Web'\Downloadl| | Browse Open

Picture and Clip Settings

Save snapshots in live vi... [C:\Users\minjing\Web\CaptureFil| ~ Browse Open
Save snapshots when pla__[C:\Users\minjing\Web'\PlaybackP| ~ Browse Open
Save clips to [C:\WUsers\minjing\Web'\PlaybackF| ~ Browse Open

Figure 51 Local Configuration Interface

2. Configurethe following settings:

Live View ParametersSet the protocol typend live view performance.

B

E Protocol TypeTCP, UDP, MULTICAST and HTTP are selectable
25
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TCP:Ensures complete delivery of streaming data and better video quality,

yet the realtime transmission will be affected.

UDP:Provides reatime audio and video streams.

HTTP:Allows the same quality asf TCP without setting specific ports for

streamng under some network environments.

MULTICAST: 1 Qa NB O2YYSYRSR G2 aStsSoud a/!{¢ 0
Multicast function. For detailed information about Multicast, referad..1

E PlayPerformance:Set theplayperformance to Shortest Delay or Auto.

E Rules:t refers to the rules on your local browssglect enable or disable to
display omot display the colored marks when the motion detection, face
detection,or intrusion detection is triggeredeg.,enabled aghe rules are
and the face detection is enald@s well, when a face is detected, it will be
marked with a green rectangle on the live view.

E Image FormatChoose the image format for picture capture.

E Display Rules Info. on CapturBisplay rules informasn on the capture or
not.

E Fire Point: Locate Highest Temperature PgiahdFrame Fire Poinare
selectable. Display the highest temperature area as point or frame.

E Display Temperature InfoDisplay temperature information or not with
temperature measurment rule configured.

E Display Temperature Info. on Captur®isplay temperature information on
the capture or not.

E Record File SettingsSet the saving path of the recorded video fiNalid for
the record files you recorded with the web browser.

E Record File Size:Select the packed size of the manually recorded and
downloaded video files to 256M, 512M or 1@fter the selection, the
maximum record file size is the value you selected.

E Save record files toSet the saving path for the manually recorded wvidites.

E Save downloaded files toSet the saving path for the downloaded video files
in playback mode.

Picture and Clip SettingsSet the saving paths of the captured pictures and

clipped video filesVald for the pictures you capturevith the web browse

E Save snapshots in live view t&et the saving path of the manually captured
26
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pictures in live view mode.
E Save snapshots when playback t&et the saving path of the captured
pictures in playback mode.
E Save clips toSet the saving path of the clippedieb files in playback mode.
Note: You can clicBrowseto change the directory fosaving the clips and pictures,
and click Open to open the set folder of clips and picture saving.

3. ClickSaveto save the settings.

5.2 Configure System Settings

Purpose:
Follov the instructions below to configure the system settings, inclugstem

Settings, Maintenance Security, and User Managemeetc.

5.2.1 Configuing Basic Information

Enter the Device Information interfac€onfiguration> System> System Settings

Basic Infemation.

In the Basicinformation interface,you can edit the Device Name abevice No.

Other information of the network camera, such as Model, Serial No., Firmware
Version, Encoding Version, Number of Channels, Number of HDDs, Number of Alarm
Input and Nuimber of Alarm Output are displayed. The information cannot be

changed in this menu. It is the reference for maintenance or modification in future.
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Basic Information  Time Settings ~ RS232  RS485  DST
Device Name IP CAMERA
Device No. ad
Model
Serial MNo.

Firmware Version
Encoding Version
Web Version

Plugin Version
Mumber of Channels
Mumber of HDDs
Mumber of Alarm Input

Number of Alarm Qutput

Figure 52 Basidnformation

Online Upgrade

For some camera models, when memory card is mounted, you can clidiptiese
button that appears on the right dfFirmware Versiontext field to see if there is a
new version available. If a new version is available, the version number will be
displayed in theNew Versiontext field below, and you can click thépgradebutton

to upgrade the firmware for the camera.

Firmware Version VXXX build XXXXXX Update

New Version VXXX build XXXXXX Upgrade

Figure 53 Online Upgrade
Note: When the camera is upgrading, don't power off the camera. During upgrading,
the camera may not be accessible. You need to wait 1 or 2 minutes before the

upgrade finishes.
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5.2.2 Configuring Time Settigs

Purpose:

You can follow the instructions in this section to configure the time synchronization
and DST settings.

Steps:

1. Ener the Time Settings interfac&onfiguration >System>System Settings >

Time Settings

BasicInformation ~ Time Seftings  R5232 RS485  DST
Time Zone (GMT+08:00) Beijing, Urumagi, Singapore E|
HTP
o NTP

Server Address
MTP Port

Interval min

Manual Time Sync.
@ Manual Time Sync.
Device Time

Set Time 2015-06-26T13:45:46 ﬂ [C] Sync. with computer time

Figure 54 Time Settings
2. Select the Time Zon#f yourlocation from the dropdown menu.
3. Configure the NTP settings.
(1) Clickto enable theNTPfunction.
(2) Configure the following settings:
Server AddresdP address of NTP server.
NTP PortPort of NTP server.
Interval: The time interval between the two syhmnizing actions with NTP
server.

(3) (Optional) You can click th&est button to test the time synchronization
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function via NTP server.

i0; NTP

Server Address time.windows.com

NTP Port 123

Interval 1440 min

_ Test ‘

Figure 55 Time Sync by NTP Server
Note: If the camera is connected to a public network, you should use a NTP server
that has a tine synchronization function, such as the server at the National Time
Center (IP Address: 210.72.145.44). If the camera is set in a customized network, NTP
software can be used to establish a NTP server for time synchronization.
Configure the manual time sghronization.
(1) Check theManual Time Syndtem to enable the manual time

synchronization function.
(2) Click the icon’_ to select the date, timdrom the popup calendar.

(3) (Optional) You can che&ync. with computer timdtem to synchronize the

time of the device with that of the local PC.

“« < May 2015 > »
Sun Mon Tue Wed Thu Fri Sat

: (I

3 4 5 6 7 8 9
10 11 12 13 14 15 16
17 19 20 21 22 23
24 25 26 27 28 29 30
31

Time! 18 : 57 : 36

OK

2015-05-18T18:57:36 =

Figure 56 Time Sync Manually

ClickSaveto save the settings.
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5.2.3 Configuring R&85 Settings

Purpose:

The R8185 serial port is used to control the PTZ of the camera. The configuring of
the PTZ parameters should be done before you rhe PTZ unit.

Steps:

1. Enter RS185 Port Setting interface&Configuration> System> System Settings

RS485.
Basic Information Time Settings RS232 RS485 DsT
RS5485

Baud Rate 9600 |Z|
Data Bit 8 [~
Stop Bit 1 [~
Parity MNone |E|
Flow Ctrl MNone |E|
PTZ Protocol PELCO-D [~]
PTZ Address ]

Figure 57 R$485 Settings
2. Set the RS485 parameters and chaveto save the settings.
By default, the Baud Rate is set as 9600 bps, the Data Bithis 8top bit is 1 and
the Parity and Flow Control is None.
Note: The Baud Rate, PTZ Protocol and PTZ Address parameters should be exactly the

same as the PTZ camera parameters.

5.2.4 Configuring R&32 Settings

Steps:
1. Enter R&32 Port Setting interface&Configuration > System> System Settings
RS232
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Basic Information Time Setfings DsT RS5-232 About

Baud Rate 1115200 v|
Data Bit |8 v|
Stop Bit |1 v|
Parity |None V|
Flow Ctrl |None V|
Usage | Console V|

Figure 5-8 RS232 Settings

2. Setthe R&32 parameters and clickaveto save the settings.

5.2.5 Configuring DST Settings

Purpose:

Daylight Saving Time (DST) is a way of making better use of the natural daylight by
setting you clock forward one hour during the summer months, and back again in
the fall.

Configure the DST according to your actual demand.

Steps:

1. Enter the DST configuration interface.

Configuration> System> System Settings DST

Basic Information Time Settings R5232 RS485 DST
[] Enable DST
Start Time Jan First Sun 0o
End Time Jan First Sun 00
DST Bias 30min

Figure 59 DST Settings
2. Select the startime and the end time.
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3. Select the DST Bias.

4. ClickSaveto activate the settings.

5.2.6 Viewing License

Purpose:

You can view the open source software licenses that are applied to the IP camera.

Steps:

1. Enter About Device interfac€onfiguration> System> SystemSettings> About
Device

2. ClickView Licenses

Basic Information Time Settings DsT RS-485 About Device

Open Source Software Licenses

Yiew Licenses

Figure 510 About Device Interface

5.3 Maintenance

5.3.1 Upgrade & Maintenance

Purpose:
The upgrade & maintenance interface allyou to process the operations, including
reboot, partly restore, restore to default, export/impothe configuration files, and
upgrade the device.
Enter the Maintenance interfac&€onfiguration> System> Maintenance> Upgrade
& Maintenance
Reboot Restart the device.
Restore Reset all the parameters, except the IP parameters and user information,
to the default settings.
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Default Restore all the parameters to the factory default.

5

Note: After restoring the default settings, the IP address is also restored to the

default IP address, please be careful for this action.

Export Import Config File Configuation file is used for the batch configuration

of the camera, which can simplify the configuration steps when there are a lot of

cameras needing configuring.

Steps:

1. ClickDevice Parameterso export the current configration file, and save it
to certainplace.

2. ClickBrowseto select the saved configuration file and then clinkport to
start importing configuration file.

Note: You need to reboot the camera after importing configuration file.

Upgrace: Upgrade the device to a certain version.

Steps:

1. Seletfirmware or firmware directory to locate the upgrade file.
Firmware: Locate the exact path of the upgrade file.
Firmware Directory: Only the directory the upgrade file belongs to is
required.

2. ClickBrowseto select the local upgrade file and then clidkgradeto start
remote upgrade.

Note: The upgrading process will take 1 1® minutes. Please don't disconnect

power of the camera during the process, and the camera reboots automatically

after upgrade.

5.3.2 Log

Purpose:
The operation, alarm, exception and infieation of the camera can be stored in log
files. You can also export the log files on your demand.
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